
• GOVERNMENT OFPUDUCHERRY 
DIRECTORATE OF INFORMATION TECHNOLOGY 

,_7 .02.2015 
No: DIT/SeMT/C-TM/2015/002/ 

CIRCULAR 

Sub: DIT -Advisory for use of NIC (or) Department's own email services hosted within India, for 
official communication - Reg 

Ref: O.M. No. 2(103)/2014- CERT-In dated 27.11 .2014 received from the Director General, CERT­
In, DeitY, Govt of India. 

A reference is invited to the Office Memorandum received from the Director General. CERT-In, 
DeitY, Govt of India, with the above subJect. Therein it has been observed that a number of officials in 
the Departments/PSUs are using private email services (particularly hosted and operated from outside 
ndia) for official communications. As the official data pertaining to such emails is stored by those 
service providers in their servers outside India, it is vulnerable towards loss or misuse, thus leading to 
breach of security of such critical official data. 

Therefore, all officials should either use e-mail services provided by N IC (or) their De:::>artment's 
own e-mail services, being fully controlled by the respective departments and hosted within India, for 
official communication. Hence, it 1s necessary that the instructions contained in above referred O.M. am 
followed in letter and spirit to ensure Confidentiality, Integrity and Availability of critical official data. 
Further details on the O.M. are provided in the State Portal <py.gov.in> for ready reference. ' 

v~'\}QJ?(2Q <:.._*~ 
P.T. Rudra Gaud 

Drector (IT) 

To 
1. All Heads of Departments/Offices 
2. The District Collectors - Puducherry I Karaikal. 
3. The Regional Administrators- Mahe I Yanam. 
4. The Secretary -IT, Puducherry 
5. The SIO, NIC- Puducherry 



• :l\o . 2(103)/2014-CEF.T-In 
Goverument of Incli:~ 

Ministry of Communica1ion & lT 
- )Depar tm ent of E lectronics a nd Information. Technology 

ElccLronics Niketan 
New Delhi . 

Dated 27.1 1.2.014 

OFF'ICK MEMORANDUM 

Subject: Advisory fot· usc of email and web ser\'ices in r espcd of co'mpliancc to the order 
of High Court of Delhi under Public Records Act, 1993 

Internet has given the flexibility of accessing iniormation .from anywhere, any, time 

through variety of techniques and teclmology be it computer system, mobile phone· or Tablets. 

The email and the web se1viccs have emerged today as one. of the roost essential mode of 

corrununication between people to people, people to· organizations, and organizations to 

organizations. At the same time security risks have also increased while accessing inf<>nnatJ.On 

over the Internet through email or web as some of the adversaries·bave launched targeted a:tacks 

to steal or damage the information 'for diflerent purposes and interests. 

2. There are number ofo'rganizations in the c.ountry as well as outside the country providing 

email :md web services to any person irrespective of the location. The National Infonnatics 

Centre (NIC) under Department of Electronics and Information Technology (DeitY) has hosted 

email and web hosting services in the country for use by employees ofGovemmen~ be it Central 

or State Government, for govemment rclate-.d communications and disseminating the in1om:.ation 

within government as well as outc;ide the government. NIC has been quite liberal in creatin!bhe 

email ~md web accounts for Govenunent employees both jn the <:entral and State govcmments. 

111ey are also regularly engaged in strengthening the: jnfrastructure both from the point of view 

offaster acet:ss ~d security. 

3. It has lx:en observe.d that a number of officials in the Ministrie~;/J)epartments in the 

central and state government are using the private mail services particularly hosted and operated 
·'tl: ------------­

fi·orn outside India 1or oftlcia~mmunications. Such official communications are goven~ment 

a nd also the public records. It is to mention that data pertaining to such em ails and web services 

is store.d by thes~·ice proviQlli_gu1side India and is fully under their c<~o!. At the time 6f 
any security breach incident or data loss it becomes very difficult to obtain d~ta from those 

service providers apart from the possibility of leakage of infom1ation as they are con~rolled by 

the service providers outside the country. 



/ •4. The: Section 4 of the Public Records Act, I 993 specifically prohibits against lakin g of 

public records out ofindia. The section 4 states as follows: 

"Prohibition against taking of public records out of India - fio person shall take or 

cause to be take out of India any public records without the prior approval of the central 

Goverrunent: 

Provided that no such prior approval shall be required if any public recoras are 

taken or sent out ofJndia for any official purpose." 

5. The High Court of Delhi in awrit petition W.P.(C) 367212012 K.N. Govindacharya 


versus Union of India has been particularly concerned with the official communications made 


through email and web using services provided by ~d from service providers outside the 


country. 


6. Keeping in view the observations of the High Court of Delhi, the Public Records Act, 

1993 and Data Privacy and the possibility ofmisusing/leaking of da!a exchanged using the email 

communications and web services provided by service providers outside the country, it is 

requested that the officials. in your Ministry as well as organizations under the administrative 

control ofthe Ministry may be requested that: 

AU the Ministries/Departments of Central and State Governments should either use 

e-mail services provided by National Informatics Centre (NIC) or they should use 

their own e-mail and web services, being fully controlled by them and hosted ~!l 

India for official communication. CERT-In security guidelines/advisories as issued 

time to time should be followed. 

This issue~ with the approval ofSecretary, DeitY. 

// . ~ 
~~fl"· ,,.,,_, 

Director General, CERT-In, DeitY 
Phone: 011-24368544 

To, 

1. The Secretary, Department of Agriculture and Cooperation 
2. The Secretary, Department ofAgricuJtural Research and Education 
3. The Secretary, Department ofAnimal Husbandry, Dairying and Fisheries 
4. The Secretary, Department ofAtomic Energy 


